Utilizing Java Web Start and Appellate CM/ECF

Fourth Circuit Web Start Login URL.:
https://ecf.ca4.uscourts.gov/cmeci/servlet/TransportRoom?serviet=Login?client=pc

Due to changes in technology, beginning in March 2017, Appellate CurrentGen CM/ECF
will need to be launched using Java Web Start (hereafter referred to as “Web Start”) rather than
the Java Applet when using the Firefox or Microsoft Edge browsers. (The Java Applet version
of Appellate CurrentGen CM/ECEF still will be usable in the Windows Internet Explorer and
Macintosh Safari browsers and are recommended for those browsers.) Chrome has intermittent
issues with Web Start and is not a suggested browser.

When the Web Start application is launched for the first time, a few additional one-time
steps are required to set it up properly. Those steps may vary slightly from one browser/browser
version to the next.

Important Notes:

1 You must have the latest version of Java installed on your operating system. To check
your Java version, go to https://java.com/en/download/installed8.jsp. If prompted to
update Java, follow the on-screen installation steps.

9 The browser used to login should always be the default browser when using Web Start
to launch the application so that required cookie information can easily be passed to
other tabs/windows that open.

1 You must ensure that the Java Web Start Launcher is correctly associated with files of
type JNLP on the operating system. See JNLP & Mac or JNLP & Windows for
instructions on completing this step. You should only have to complete this step once.

9 If you have already completed the JNLP association process, refer to Mac Expected
Login Sequence and Windows Expected Login Sequence for login instructions.

T JNLP & Mac
NOTE: These instructions are for the Mac El Capitan OS. Other versions of the Mac OS
may vary slightly.

1. Click the Apple Menu button in the top left corner of your computer screen and select

System Preferences (or Preferences).
LW Finder File Edit Viev
About This Mac

| _ System Preferences..___|
App Store...
Recent Items 2

Force Quit Finder X {8®

Sleep
Restart...
Shut Down...

Log Out AO User... ©#Q
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https://ecf.ca4.uscourts.gov/cmecf/servlet/TransportRoom?servlet=Login?client=pc
https://java.com/en/download/installed8.jsp

2. Under the Other section, click the Java icon to access the Java Control Panel.

eon Syatem Prforence.
< l_ Show Al ] QU
Persenal
E & 8 @ 3 o O
Cowral ODevksop & et Maror Languags Secuty b ST
Sorwen e Comre &Ten & Privacy
Hardware
. = -
COLMDVDY  Duisins gy ntcet [ Trackpat  Penthican  Sownd
Save
Astervet & Wireless
5 @ ¢ 0 @
st Mad Comtacny  Netwot  Bhatooh  Sharing
& Calondans
Sysum
42 & G ® B 4
wer s Parenal STwe  Sohean Oactatior  Time Mache  Adcessiin  Slartp Dt
Comtuiy ANalen 8 Soaee)

3. Click the Advancedtab and under the title INLP File/MIME Association, click the radio
button Always Allowand then click OK.

[ ] [ ] Jawva Comntral Paned

General  Update  Java  Secuwrity

Always allow
Always allow if hinted
Prompt user

D Promipt user if himed
TEwer allow

LP File/MIME Association

&) Always allow

Prompt user
Mewer al law

Applits .
D install if hinted
Install if shorcut created
Install if himted and shorcwt
MNawer install
Execution Enwirenment Security Settings
Allow user to grant permissions to s lgned content
Show sandbox warning banner
B Allow user 1o accept JNLP security requests
Don't prompt for client certificate selection when no certificates or only one exi
Warn if site certificare does nat match hostmame
B Show site certificate from senver even if it is valid
Mixed code (sandboeed ve, trusted) securnity venfication
D Enable - show warning if needed

Cancel Apply
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The Firefox Browser on the Mac has a utility to help you assign the correct file launcher
to a file of a given type before you ever launch a Web Start application. It can be located by
selecting PreferencesA Applications on the Firefox menu or by select Choose a default program
from an Open Withdialog:

Content Type ~ | Action
file =) Use Java Web Start
ire (2 Always ask
ires (2 Always ask
/% Use Java Web Start {default) -
mailto Ay Use Mail (default)
OpenOffice.org Document My Use TextEdit (default)

If for some reason the action for a jnlp file is incorrect in this utility, do the following:

1. Click the row with the jnlp content type, click the down arrow next to the currently
associated action, and if you see Java Web Startas a choice in the drop-down menu,
select it and exit the utility. If you don’t see it, click Use otherto browse for the
correct file type.

Content Type ~ | Action
file f=) Use Java Web Start
ire (2 Always ask
ircs [Z Always ask
E JNLP file Use other... -
mailto 2 Always ask
& Save File

2. You will be taken to the Finder where you can locate the file Java Web Startby
selecting your hard drive under Devices in the left column (here shown as John
Hi Il Il enbr and’ 9 andlaergoif)dodh&dirdetory
/System/Library/CoreServices/ and highlighting Java Web Start. Click Openat the
bottom of the screen and you will be taken back to the initial utility screen.

5N < B = E e [I9 CoreServices % t Q
Favorites » [ Applications » [gE Library » [ Accessibility » % Install Comm...veloper Tools
E— » [ Library » [ Accounts » _j Install in Progress
) el 3] System > |9 Address Book Plug-Ins » & Installer
=] Desktop [s7 User Guides And Information » [0 Assistant » & Installer Progress
[ Users » [ Automator » InstallerStatu...tions.bundle
EEJ aouser BridgeSupport » InternetSharing.bundle

7% Applications [ CacheDelete : aclaunche
“_‘_ Java Web Start
@ Documents |1l Caches

KernelEventAgent.bundle

9 Colors >
Devices [ Colorsyne » Kl KeyboardSetupAssistant
[1 John Hillen. [ components » ' Keychain Circle Notification
[ compositions » ' Language Chooser

Shared [19 ConfigurationProfiles » B launchservicesd

[5] John Darm.. A Locatonenu

[ CryptoTokenkit » | logind

=g [ DirectoryServices » & loginwindow

® Red [ Displays » lonelist

ATAA ~ & ManagedClient
Hide extension Cancel O

The Java Web Start file should now be assigned to jnlp files. At this point, you can exit the
utility and proceed with logging in to Appellate CM/ECF.
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1 JNLP & Windows

NOTE: These instructions are for the Windows 7 OS. Other versions of the Windows OS

may vary slightly.

1. Open Default Programs by clicking the Start button and then clicking Default Programs.

2. Select Associate a file type oiprotocol with a program.

3. Locate the file extension .jnlp and make sure thatt h e

Java™

We b

St art

the program with which it is being opened (listed under the Current Defaultcolumn).
Then click the Closebutton at the bottom of the window. SKIP TO STEP 9.

===

@vv‘ <« All Control Panel tems » Default Programs » Set Associations - | ++ | | Search Control Panel
Associate a file type or protocol with a specific program
Click on an extension to view the program that currently opens it by default. To change the default program, click Change program.

¢ | Java(TM) Web Start Launcher

= | Oracle Corporation

Change program...

)
[2]

Name = Description Current Default [E

o) tms 1lunes store UKL 1lunes

o itpe Podcast Subscription File iTunes

© r IVR File RealPlayer

] jar Executable Jar File Java(TM) Platform SE binary

=] jfif JPEG image Windows Photo Viewer [
Jjif IPG RealPlayer

|2 jnlp JNLP File Java(TM) Web Start Launcher ‘

L |job Task Scheduler Task Object Unknown application

e . . e e . -

4. If you do not see the .jnlp extension in the list of file types (under the Namecolumn),
your Java is probably not active. Go to the Java Control Panel and make sure Java 1.8 is
listed and it is checked as enabled. If Java 1.8 is not listed, you will need to reinstall it.

5. If you DO see the .jnlp extension in the list of file types but it is NOT designated to be

opened withtheJ av a ™
in the picture below.

We b

St actick thelChange prbgeambutton circled

BN BN X

@U'l < All Control Panel terns » Default Programs » Set Associations

Associate a file type or protocol with a specific program

Click on an extension to view the program that currently opens it by default. To change the default program, click Change program.

¢ | Java(TM) Web Start Launcher
=’ | Oracle Corporation

~ [ #2|[ Search Control Panel £

@

‘ Change program... '
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Name Description Current Default [E
@ atms 11unes store UKL Ilunes
& itpc Podcast Subscription File iTunes
) vr VR File RealPlayer
1] jar Executable Jar File Java(TM) Platfarm SE binary
=] jfif IPEG image Windows Photo Viewer [
@ jit PG RealPlayer
2] jnlp JMLP File Java(TM) Web Start Launcher
L |.job Task Scheduler Task Object Unknown application
W inhnrtinne fdrhe DNE Cattinar

Arrakat Dictillar

L a



6. Ifyoudon’tseetheJ ava ™

screen.

We b

St actick thelBoowse beittoreon the next

Open with

— “hoose the program you want to use ka open this File:
)

File:  .jnlp

Other Programs

Microsaft Corparation

/@ Microsoft Word

Microsoft Corporation

3 /{ Paint
S50 Microsoft Corporation

Presentations =5
Corel Corporation

0 ” wiindows Media Player
Microsoft Corporation

#dobe Acrobat
Adobe Systems Incorporaked

lfﬁ Micrasoft Office Pickure Manager

/25N Internet Explarer
Microsoft Corporation

Microsoft Wisual Studio Yersion Selector

Micrasaft Corparation

7| Motepad
W} Microsoft Corporation

PerfectExpert

Corel Corporation
Windows Media Center
Microsoft Corporation

Pi' T windows Photo Viewer

Microsoft Corporation

Always use the selected program to open this kind of File

m

7. In the search window on the top right, search for the executable file javaws.exefrom the
latest version of Java on your computer. Select that file and click Opento add the

launcher file as a choice for .jnlp files.

-

Open with...

@\_/’l'| j’ v Search Results in Program Files »

Organize =

Searches might be slow in non-indexed locations: C\Program Files. Click to add to index...

-

.0 Favorites & | javaws
=5,

& Downloads = Ch\Program Files'Java're L.5.0_65'bin
Bl Desktap

. & | lavaws
= Recent Places =

=) CAP rogram Files'Java'jdk L.8.0_65"bin

&, | Javaws

9 Libraries s
== C\Program Files'Java'\jek L.8.0_65"jre" hin

3 Documents
J‘. Pusic | &
= Pictures

BE videos

&, javaws
= ChProgram Files'Java'jref' bin
<&, javaws

=) C\Program Files\Java'jdiL.7.0'bin

1M Computer
&L Local Disk {C3)
S notesarchive (\f

& | javaws
=
— C\Program Files'\Java\jelk L.7.0%jre" hin

Search again in

File name: javaws
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Type

Type

Type

Type

Type

Type

Application

Application

Application

Application

Application

Application

Size: 319 KB

Size: 319 KB

Size: 319 KB

Size: 192 KB

Size: 246 KB

Size: 246 KB

X

-
Date modified: 12/2/2015 10:14 AM —
Date madified: 12/2/2015 10:13 AM
Date maodified: 12/2/2015 10:13 AM
Date maodified: 112072015 5:25 PM r
Date madified: 9/15/2011 8:33 AM
Date madified: 9/15/2011 8:33 AM

- Pragrams -
= -
o)




8. You will be returned to the Open With screenwhere you can then highlightt he Java ™
Web Start Launcher, be sure the checkbox next to Always use the selected program
to open this kind of fileis checked, and click OK to complete the assignment.

Open with @
Choose the program you want ko use to open this file:
)
Lol File: .jnlp

Recom

‘ «& Java(TM) Wieb Start Launcher
=7 | Oracle Corporation

Other Pro

< Always use the selected program to open this kind of file > Browse...

9. Close all windows related to Default Programs

3

?
10. In Windows, from the Start menu @J , click Control Panel4 Programs4 Java On
the Advancedab, under INLP/MIME type associatiom]ick the radio button next to

Always Allow.

11. Click OK.

3
4

|£: Java Caontrol Panel

General I Java I Security |§Advanced |

Debugging

-[”] Enable tracing
[] Enable lagging
«[7] Showr applet lifecycle exceptions
Java console

(@ Show console

~-() Hids console

--[) Do nok skart console

Default Java For browsers

i Microsaft Internet Explorer

¥ Mozilla Farily

Shorteut Creation

D) Abways allow

() Ahways allow if hinted

() Prompk User

(@ Prompt user if hinked

m

P FilefMIME Association
(@) Ahways allow

w0 Mever allow

Application Inskallation

@) Installif hinted

-7 Install if shortcut created

+--() Install if hinted and shartouk
w7) Mever install

Execution Environment Security Settings

e
(==

The Firefox Browser on Windows also has a utility to help you assign the correct file
launcher to a file of a given type before you ever launch a Web Start application.
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It can be located by selecting OptionsA Applications from the Tools menu of the Firefox
browser or by selecting Choose a default prograrfrom an Open Withdialog.

Cantent Tvoe -
intent Ty

Adobe Acrobat Forms Document (application/vnd.... [l Use Adobe Acrobat (in Firefox)

Adobe Acrobat Forms Document (application/vnd.... [l Use Adobe Acrobat (in Firefox)

Adobe Acrobat XML Data Package File @ Use Adobe Acrobat (in Firefox)

L Compressed (zipped) Folder U Always ask -
& irc U Always ask
& incs £ Always ask
JMLP File L Use Jawa(TH) Web 5tant Launcher " -
r_’ Ml Lse [BM Notes/Damand [default)
B Podcast £ Preview in Firefox
L L, SRRFUR T PR T— S —— a AP i M . PRI T P

If for some reason the action for a jnlp file is incorrect in this utility, do the following:

1. Click the .jnlp content type row, click the down arrow next to it, and click “Use other”
to browse for the correct file type.

Content Type « | Action

T Adobe Acrobat Forms Document (application/vnd....

= Adobe Acrobat Forms Document (application/vnd....

" Adobe Acrobat XML Data Package File

@ Use Adobe Acrobat (in Firefox)
& Use Adobe Acrobat (in Firefox)

@ Use Adobe Acrobat (in Firefox)

1, Compressed (zipped) Folder £ Always ask [
& irc 1 Always ask

& ircs I Always ask

&] JNLP File |£| Use Java(TM) Web Start Launcher =
& mailto I Always ask
B Podcast [T save File
e A s P s OAA Use other... -

Application Details...
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2. IftheJava™ Web St asdisplayedanthe mext reen, select it and click
LCOK,).

Select Helper Application x

JHLP File

apphcation,x-java-jnip-file

=

Send this item

JawaTrAy Web Start Launcher -
Java[Th) Web Start Launcher F
Adobe Acrobat

Nindows Media Center

Internet Explorer

Cancel

3. IftheJava™ Web St dasmdtdisplayed, olickithe Browsebutton (circled

in green above) [Note: you might have to select the Java file * Java  the latest

) | jrel.8.0 131 ) )
version folder , bin folder

javaws.exe select the latest version and click “Open”.

bin ], and then browse for the file

@ Select Helper Application

- (e < b
@Uvb-/ v Search Results in Pragram Files (x36) » - | + | avaws ®
Organize v = v (7]

Searches might be slow in non-indexed locations: C:\Program Files (386). Click to add to index... x
} L A—— R — L
W Favarites F ‘g AV aAWs Date modified: 1/20/2016 3:55 PM
B Desktap o :\Pragram Files (x86)\Java'jre L8.0_71'bin Type: Application Size: 2712 KB
& Downloads = R — - ———
. @ | javaws Date modified: 12/1/2015 12:33 PM
1=l Recent Places = . | . . § i P
= ChProgram Files (x§8)Java'jre LE.0_§6"bin Type: Application Size: 272 KB
= Libraries é’ javaws Date maodified: 12/1/2015 10:21 &AM
== C\Pragram Files (<36)\AGS\jreT" hin Type: Application Size: 258 KB
@ Documents -
J’ Music _ﬁ, javaws Date madified: 11/20/2015 5:27 PM
=] Pictures = ChProgram Files (x58)\Java'jred bin Type: Application Size: 155 KB
B videas & javaws Date madified: 12/18/2012 2:47 PM

== C\Pragram Files {(x86)\Cisco Systems'CiscaIP Com...  Type: Application Size: 153 KB

o Computer = ) o
£ | 0cal Disk (C: _é Javaws Date modified: 5/30/2012 1:45 PM
sy col Disk (G) = Ci\Program Files (x38)\5AP BusinessObjects'\SAP Bu...  Type: Application Size: 133 KB

5 notesarchive (\\f

2 RUSSILLOR {\\ file [.ﬁ J javaws Date modified: 5/30/2012 1:45 PM
I .4 <=1 CAPraaram Filas (281 SAP PusinessOhiect<. SAP Pu Tune: Annlication Sirer 153 KR T
File name: javaws ~ | Applications
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4. The latest version oftheJ ava ™

files in the Firefox browser.

Applications

Content Type -

™ Adobe Acrobat Forms Document (application/m

Adobe Scrobat Form s Docum ent (applicaton’ymn

Ackobe Acrobat XML Data Package File
L Compressed (zipped) Folder
& i

& incs

el
B Use Adobe Acrobat (in Firefox)
W Use Adobe Acrobat (in Firefox)

B ke Adabe Scrobat (im Firefion)

natys ask

Ay

s ask

Al

Alveays ask

I & JHLPFile
(LT

s Ui L alTRAD Weely Start Launcher

B Podcast

L TN , PRSP I JU——] T 2

—
Uses TBI Hotes Lioming oetaulty

Presviey i Firefox

i s [

5. Now you can close the utility and when you next run k2jnlp, theJ a v a ™
Launcher should automatically launch the file and Appellate CM/ECF.

1 Mac Expected Login Sequence

1) Login (Firefox, Chrome)

Appellate CM/ECF Login
Notice

This is a Restricted Web Site for Official Court Business only. Unauthorized entry s
prohibited and subject 1o prosecution under Title 18 of the US. Code. All activities and
access attempts are logged.

IMPORTANT NOTICE OF REDACTION RESPONSIBILITY: All filers must redact:
Social Security or taxpayer-identification numbers; dates of birth; names of minor children;
financial account numbers; and, in criminal cases, home addresses, in compliance with Fed
R App P 25(a)5), Fed R. Civ. P. 5.2, Fed R Crim P. 49.1, or Fed R Bankr P 9037
This requirement applies to all documents, including attachments

1 understand that, if I file, I must comply with the redaction rules. I have read this notice.

Authentication
Login
Password
Chent Code
[Login | [[Cieer |

CMECF has been lested using Firefox and Internet Explorer. Al lesting was performed using the
Sun Java Plug-in version 1.7.

ATTORNEY NOTICE:
System maintenance will be performed on Sunday, March 25th, 2012 from 11:00 PM - 11:30 PM.
Dusing this time the system cannot be accessed. Thank you for your understanding

PACER NOTICE:

System maintenance will be performed on Sunday, Marc
Dring this timy e & sed Thar

from 11:00 PM - 11:30 PM.
nderstanding

2) The JNLP file will be quickly downloaded.

3) In response to the internet warning, click Open (Firefox).

o

?

"k2ajnlp.jsp.jnlp" is an application downloaded from
the Internet. Are you sure you want to open it?

Safari downloaded this file today at 1:54 PM from
ecf.tdaa.ecf.uscourts.gov.

Cancel Show Web Page Open

6/5/2017 jjq
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4) You will briefly see the Java icon showing that Web Start has been launched. (Firefox,
Chrome)

da=vraa

5) You may see messages saying the application is being downloaded and verified. (Firefox,
Chrome)

[ ] Starting application...
Downloading application. .é,
=
Location: https://cm3adb.cm3a.aocms.gtwy.dcn
Cancel

6) Click Continuein response to untrusted website warning. (Firefox, Chrome)

Security Warning =5

Do you want to Continue?
The connection to this website is untrusted.

/ E
4 ! Website: https://ecf tdaa.ecf uscourts. gov: 8080

Note: The certificate is not valid and cannat be used to verify the identity of this website.
Fore Information

7) Splash screen displays (Firefox, Chrome)

& Appellate CM/ECF WebStart

CM/ECF . . I

U.S. Court of Appeals CM/ECF
Official Court Electronic Document Filing System

v oo
i Reg
ﬁ: to the U.S. Court of Appeals C:
—___ —
] o Informution
N
" |
-]
=
= Party/Attorney Case Search
] PO Last Name:
3 [ LT | First Name: Middle Name:
s | Case
o Type @ Both O Farty O Atiomey
> m R
o Clear
Cou

8) To exit the application after you finish using it: (Firefox, Chrome)

a. Click the red dot in the top left corner of the small CM/ECF window.

b. Close the browser.
[ ] Attorney CM/ECF-A

CM/ECF
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1 Windows Expected Login Sequence

1)

2)

3)

4)

Log in (Firefox, Chrome)

Appellate CM/ECF Login
Notice

This 1 2 Restricted Web Site for Official Court Business oaly. Unauthorized entry is
prohibited and subject to prosecution under Tile 19 of the US. Code. All activities and
acoess arterapts are Jogged.

IMPORTANT NOTICE OF REDACTION RESPONSIBILITY: Al filers must redact
Social Securty or taxpayer-identification sumbers; dates of birth; aames of misor childrea;
financial account numbers; and, m criminal cases, home sddresses. in compliance with Fed
R Ape )(5), Fed F d R Crim P 491, or Fed R Bankr P. 903

This requiremeat applies to all docaments, including actachments.

Tunderstand that, if | ile, T muust comply with the redaction rules. T have read this notice.

Authoatication
Logn

Password

Chant Code:

et Explorer. AV festing was perormed using the

be pecfom sy, Mazch 25¢h. 2012 from 11:00 PM - 11:30 M.
em cannot be accessed. Thank you for your understanding.

om 11:00 PM - 11:30 PM.
esstanding.

In response to the security warning, click Continue. (Firefox, Chrome)

Security Warning ==

Do you want to Continue?
The connection to this website is untrusted,

! 5 Website: httpsifocf tdaa ecf, uscourts,gov: 8080

Note: The certificate is not valid and cannat be used to verify the identity of Ehis website
More Information

Splash screen displays (Firefox, Chrome)

(o) Amtomey CMECF-A || @ el =@

&
= [etetagm P-0 ™

v dumo theesd ack
x:_dear cassoader caxhe

o] 8 st e = TeYs |
| Filng_ Reports Wililes Logout _Holp

ALt o o o st ovicned v ]
e Eitpsjec o e usecurts, govimedt sk
ek e o sk, oicnec /o]
wrteLRLPeat(etpsfech s e Lourts.govf

[ e com ] [Lof

T Il

Del Camputer Corparstion Recommend.

U.S. Court of Appeals CM/ECF
Official Attorney Electronic Document Filing System

Education
Fed Hews
Health

This fllty fs for Cffcial Gl Buzinsss only. Activiy to and o this st Js logied. Docurmens ings on this
st are subject 1o Federal Rule af Appeliats Frocacire, Raie 25. Evidurce of unauthorezed or eromal aenvity
will ba forwardad 12 e Gppropriate icw aybrcament offictals snder I8USCIS2 and 3571

Isice Metscape.
Hedin
Miscellaneous
e ‘Welcome

‘Welcome ta the U.S. Court of Appeals Case Managemeny/Elecirarsc Case Files System. Please selec an oplion
fromn the mern.

Personal Taolbar Folder
Beal Estate
Beference Last ogin . 14,2016 22609 P EDT
Seaich and D ctory Goust Informalzon

Technology
E140-5urvey
) A0Weh Homepage
Baws

To exit the application after you finish using it: (Firefox, Chrome)
a. Click the Close box X in the top right corner of the small CM/ECF window.
b. Close the browser.

| &) Appellate CM/ECF Usin.., | = EI‘ E3
e

CM/ECF

# Closing this window terminates ChMIECF.

6/5/2017 jiq 11



